NEOATOMMYECKUM PABOTHUKAM

METOJUYECKHUE PEKOMEHJAILIMN II0 OBYYEHHIO VYAIIUXCHA
I[MPABUJIAM BE3OITACHOI'O ITOBEJEHMA B MUHTEPHET-ITPOCTPAHCTBE,
[MPOOUNITAKTUKE UHTEPHET-3ABUCHUMOCTHU

HNudopmarmonHas 6€30MacHOCTh IETEH — 3TO COCTOSIHUE 3alIMINEHHOCTH JIETCH, IpH
KOTOPOM OTCYTCTBYET PUCK, CBS3aHHBIN C MPUYUHCHHEM HH(pOpMAaIHE, B TOM YHCIIe
pacmpoctpanseMoil B cetm HTEpHET, Bpema WX 3I0pPOBBIO, (u3HUecKomy,
MICUXUYCCKOMY, TYXOBHOMY M HPaBCTBEHHOMY pa3BuTHiO (DemepanbHblli 3aKOH OT
29.12.2010 No 436-®3 «O 3ammTe Aeteld oT HHGOPMALMH, IPUIUHSIONIEH Bpea UX
3I0POBBIO M PA3BUTHION).

B HurepHeTe, Kak M B pEaJbHOW >XKU3HM, YYaIIMXCS NOACTEPErar0T OIACHOCTH:
JOCTYMTHOCTh ~ HEXKEJIATeIbHOTO KOHTEHTAa B COIMAIBHBIX CETAX, OOMaH U
BBIMOT'aTEJIbCTBO JIeHeT, miatHble CMC Ha KOpOTKHME HOMEpa, Mponaraijia Hacuiaus u
3KCTPEMHU3MA, UTPOMAHUS U UHTEPHET-3aBUCUMOCTb, CKIIOHEHUE K CYUIIUAY U T. II.

HNHTepHeT-3aBUCUMOCTh — 3TO HaBSI3UYMBOE JKEJaHUE MOAKIIOYUTHCS K MIHTepHeTY 1
0osie3HEeHHAass HECIIOCOOHOCTh BOBpeMs OTKIIOUHMTHCS oT MHTepHera. [lo maHHBIM
Pa3IUYHBIX HCCIIEA0BaHUN, MHTEPHET-3aBUCUMBIMH CETOJHS sBIst0TCS oKoyio 10 %
noJib30Bareneii Bo BcEM Mupe. B 4yacTHOCTHM, HEKOTOpBIE ydyalluecs HacTOJbKO
YBJIEKAIOTCSA BUPTYaJbHBIM IIPOCTPAHCTBOM, YTO HAUMHAIOT NpeanounTats MHTEpHET
peanbHOCTH, MPOBOJA 3a KOMIbIOTEpOM 10 18 uvacoB B neHb. Bugamu uHTEpHET-
3aBUCHUMOCTHU SIBJISIIOTCS. HABSI3UMBBIN BeO-cep(UHT, MPUCTPACTHE K BHUPTYAIBbHOMY
OOLIEHUIO U BUPTYaJbHBIM 3HAKOMCTBaM (00Jb1IME 00BEMBI IEPENTUCKHU, TIOCTOSTHHOE
ydacTue B 4arax, Be0-popymax, U30bITOUHOCTh 3HAKOMBIX U JIPy3€H B CETH), UTPOBAs
3aBHUCHUMOCTb — HaBSI3UYMBOE YBJIEYEHUE KOMIIBIOTEPHBIMU UTPaMU MO CETH.

3amada mearoroB B CBS3HM C UMEIOIIMMUCS PUCKAMH COCTOUT B TOM, YTOOBI yKa3aTh
Ha OTU PUCKU, TMPEAoCTepedb OT HEOOAyMaHHBIX IOCTYNKOB, CHOPMHUPOBATH Y
yUyalluXcsi HaBBIKM KPUTUYECKOTO OTHOILIEHHWs K TmoinydaemMoid B VHTepHere
nH(pOpMaIMK, BOCOUTATh KYyJIbTypy Oe3zonmacHoro ucronb3zoBaHus Murtepuer. Taxxke
clenyeT oOpaTuTh BHUMAaHHE HAa TUTMEHUYECKHE TPeOOBaHUs, KOTOpPble HEOOXOAUMO
coOnroaTh Npu padboTe C KOMIBIOTEPOM:

*  IIKOJIbHUKAM CPEJIHETO U CTapIIero Bo3pacTa MOKHO ITPOBOJANUTH MEPE
MOHHUTOPOM JI0 JIBYX YacOB B JIeHb, ycTpauBas 10-15-MuHyTHBIC IEpEPHIBBI
KaXX]IbIE T10JT9aca;

=  PEeOEHOK MITQJIIIETO BO3pACcTa MOKET HAXOAUTHCS 32 KOMIBIOTEPOM He Oosee 15
MHUHYT B JICHb, B YCJIIOBHUSX KJIACCHO-YPOUYHOU JCSATEIHLHOCTH — HE O0JIee 0JHOTO
ypoKa, a Mpy HaJTMYUW IPOTUBOIIOKAa3aHUN 0(TambMosora — Toyibko 10 MUHYT, HE
Oonee 3 pa3 B HEJIEIIO;

= JIy4ine paboTaTh 3a KOMITBIOTEPOM B TIEPBOM MOJIOBUHE JHS;

= KOMHATa JIOJDKHA OBITH XOPOIIIO OCBEIICHA;

= Tpu paboTe 32 KOMIIBIOTEPOM CIIEIUTh 3a OCAHKOW, MeOeb JOIKHA
COOTBETCTBOBATH POCTY;
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= PacCTOSIHUE OT ria3 10 MoHuTopa — 60 cMm;
= [EPUOJUYECKHU JeNaTh 3apsAKy IS TJas.

B coorBerctBUM ¢  (deAepaNbHBIME  TOCYNAapPCTBEHHBIMH  00pa30BaTEeIbHBIMU
CTaHJIapTaMu oOlIero oOpa3oBaHUs B CTPYKTYpy OCHOBHOM 0Opa3oBaTEIbLHOU
pOrpaMMbl OCHOBHOT'O OOIIEr0 0Opa3oBaHUS BKJIIOUEHA MPOrpaMMa BOCIUTAHUS W
COLMANM3AIMHA  YYalIUXCs, KOTOpas COJCPXKHUT TaKoe HampaBlICHHE, Kak
dhopmMupoBaHUE KYJIbTYPHI 3I0POBOTO M OE€30MacCHOT0 00pasa XKu3HHU. B pamkax 3Toi
MPOrpaMMBbl  MOXET OCYIICCTBISITCS HH(DPOPMAIIMOHHO-TIPOCBETUTENLCKAsE paboTa
CpeIyd  IIKOJBHUKOB, IPONAraHAUpyIOmias BaXKHOCTh  BJAJCHHS  HaBbIKAMH
6e3omacHoi paboThl B cet IHTEpHET.

B 00pa3oBatenbHbIX OpraHU3alusIX HEOOXOAMMO MPOBOIUTH 3aHATHS ISl YUAIIUXCS
M0 OCHOBaM HH(OPMAIIMOHHONW 0€30MmacHOCTH («OCHOBBI MeAua- OE30MacHOCTHY);
3HAKOMHUTh POJUTENEH C COBPEMEHHBIMU MPOTPAMMHO- TEXHHUYECKUMH CPEIICTBAMHU
(ceTeBBIMU buabTpamH, porpaMMaMH «POUTEITHCKUN KOHTPOJIIbY),
OTPAaHWYMBAIOIIMMH JOCTYIl JETEed W TOJAPOCTKOB K pecypcaM cetn HWHTEpHeT,
HECOBMECTHUMBIMH C 3aJladaMU BOCIUTAHUS; MPOBOJUTH CICIHAIBLHBIE MEPOIPHUSATHS
10 BOMpocaM WH(OpMamOHHON 6e30MaCHOCTH HECOBEPILICHHOJIETHHX.

B kauecTBe BO3MOXXHOI'O BapHaHTa IMPEAOCTABIEHUS YYallUMCS COOTBETCTBYIOIIMX
3HAaHUM MOXET OBbITh MCIIOJIb30BaHa yuyeOHas nporpamma «/HTepHeT: BO3MOXHOCTH,
KOMIETEHIIMH, O€30MacHOCTb», pa3pa0OTaHHOW cHeuanucTamMu  (pakynbTeTa
ncuxonornu MI'Y um. M.B. JlomonocoBa, ®denepalbHOTO MHCTUTYTA Pa3BUTHS
oOpazoBanuss u @Ponna Pa3Butus HHTepHeT, pekoMeHJoBaHHas MUHHUCTEPCTBOM
o0pa3oBaHus 7 HAYKH P® (http://detionline.com — rnaBHas
ctpanwuiia, http://detionline.com/internet-
project/abouthttp://detionline.com/assets/files/research/BookTheorye.pdf treopus,

http://detionline.com/assets/files/research/Book_Praktikum.pdf — npakruka)

Conepxanue mTporpaMMbl HAIpaBlI€HO Ha OOyYEHHE YYalIuXCs IOJE3HOMY U
0e30macHOMY HCIIOJIb30BaHHIO CeTH VIHTEpHET M COUMATBHBIX CeTeH, OOYYEHUIO
KPUTUYECKOM OLICHKE OHJIAWH KOHTEHTAa W HaBbIKAM CETEBOW KOMMYHHUKAIIUM.
ABTOpaMHu TIporpaMmbl pa3pabOTaHO METOIMYECKOE MOCOOHe i MpernoaaBaTeei u
MPaKTUKyMbl ~ JJIsI  TPOBEICHUS  YPOKOB, a TaKXke 3alyleH HHTEPHET-
pecype «Pa3zbupaem Muteprer» (Www.razbiraeminternet.ru). Ha atom caiite B
UrpoBOH (hopMe MPENICTABICHBl MYJIbTUMEIUNHBIE CPEJICTBA O0yUEHUS Uil IeTed U
MOAPOCTKOB, HAJIO PEKOMEHI0BaTh OOYJAIOIIUMCSI TIOCEIIATh 3TOT CaMT.

CopepxaTenbHasi 4YacTb M 00BbEM y4eOHOTO Kypca MOMKET ONpeAesiThCs
WHIUBUIYaTBHO, B 3aBUCUMOCTHU oT notpedHoCTEN KOHKPETHOMN
oOmieoOpa3oBaTeIbHON OpraHu3anuu 1 ydamuxcsi. O0yueHne HaBbIKaM 0€301acHOro
1 3(pPEeKTUBHOrO UCIOIB30BAHMS HHTEPHET-PECYPCOB BO3MOKHO B paMKax yueOHOTO
Kypca «OCHOBBI 0€30MacCHOCTH >KM3HEJCSATEIHHOCTH» W B paMKax MpOrpaMm
(akyIbTaTUBOB, KPY>KKOB, 3JICKTUBHBIX KYPCOB, a TaK)K€ MHIUBUIYaTbHBIX YUCOHBIX
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IUIAHOB, PEAM3yEMBIX 00pa30BaTeIbHBIMU OpraHu3alMsIMU. MaTtepualbl OeCILIaTHEL
U TOCTYIIHBI [T CKauuBaHUs WWW.razbiraeminternet.ru/teacher.

AxaneMuell TOBBINICHUS KBATHU(PHUKAIUKA U TPOPECCHOHANIBHONW TMEPernoaroTOBKU
paboTHHKOB oOpa3zoBaHus (T.MockBa) pa3paboTaH y4eOHO- METOIUYECKUI KOMIUICKT
«310poBBE U 6€30MaCHOCTD JIeTEH B MUPE KOMIBIOTEPHBIX TEXHONIOTUH U HTEepHETY.
YMK paszpabotan ¢ y4eToM MOTPEOHOCTEH 0O0pa30BaTEIbHBIX OpraHU3auil B
obnactu Oe3omacHOW paboThl B MHTepHET W OpPUEHTHUPOBAH HA PYKOBOIUTEICH,
METOJMCTOB, MEJaroroB, 3aMHTEPECOBAHHBIX B MOBBIIIEHUU CBOCH KOMIIETEHTHOCTH B
obmnactu 6e3onacHoro npumeHenus UKT. MeTtonuyeckoe nMpuio)eHue K mporpaMmme
MOKHO MCTIOJIH30BaTh MPU OPTaHU3AIUU MIPOCBETUTEILCKOW pabOThl C POIUTEISIMU U
yuanumucs. https://school3klgd.ru/about/k2/attachments/children_health_and_care i
n_it.pdf

PexomeHnpanun 1o 0e30MmacHOMy UCIIOJIb30BAHUIO NuTepHera TU1sL
HECOBEPIICHHOJETHUX U UX POJIUTENICH JaHbl U Ha caiiTe MaikpocodT.

http://www.microsoft.com/ru-ru/security/family-safety/kids-social.aspx,
http://www.microsoft.com/ru- ru/security/default.aspx.

Belieyka3zaHHble CETEBBIE PECYpChl MOTYT OBbIThb HMCIOJB30BaHbBI JUIsl IPOBEIEHUS
IIE€ZICOBETOB B 00pa30BaTEIbHBIX OpraHU3alMIX MO0 BOIpocaM O€30MacCHOCTH JIETEN B
cetu MHTEpHET.

PexomeHnyeTcst mpoBECTH aHKETUPOBAHUE OOYYAIOIIMXCA U POAUTENEH M0 BOIIPOCcam
0e30macHOrO HCHoJib30BaHUA ceTu HMHTepHer. Bompochl I aHKETHPOBAHUS
YUAIIUXCS U POAUTEIICH MPEICTaBICHBI HAa calTe «/JleTnoHIanny

http://detionline.com/internet-project/competence-research.

B nmucsme Munucrepcta obpazoBanus u Hayku PD ot 25.12.13 Ne HT- 1338/08 06
yueOHOUM mporpamme «MHTEpHET: BO3MOXKHOCTH, KOMIETEHIMH, O€30MacHOCTb
MpeAIaraloTcsi MOJIEM YPOKOB IO BBIIIEYKa3aHHOM TeMe, Nal0TCsl peKOMEH AU JIsI
yu4€Ta BO3paCTHBIX OCOOEHHOCTEN ydaluXxcsl.

http://www.dagminobr.ru/documenty/informacionnie_pisma/pismo_3431018 ot 29
yanvarya 2014 g/print.

[Ipu pabote ¢ MIaqIMMM MIKOJBHUKAMH I€J€CO00pa3HO HMCIOJIb30BaTh HIPOBBIC
MeTo1bl, B TOM yucie u Mareper — urpy «lIporynka uepe3 duxkui MaTepuer Jlec»
(http://www.wildwebwoods.org/popup.php?lang=ru), = MOCBAIIEHHYIO  BOIpPOCAM
obecrieuenus 6e3onacHocTy B IHTEpHETE.

B ocHOBHOW mIKOJE ydamuecs aKTMBHO HAYMHAKOT MCIOJNb30BaTh MHTEpHET miis
pa3pabOTKU IIKOJBHBIX TPOEKTOB. Kpome Toro, oOHH 3arpyarmT MY3bBIKY,
MOJIB3YIOTCS 3JIEKTPOHHOW IIOYTOM, UIPAlOT B OHJIAWHOBBIE UIPHI M Tak painee. Bcee
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0onee 9acTo WX JIFOOMMBIM CITOCOOOM OOIIEHHS CTAaHOBUTCS MTHOBEHHBIM OOMEH
cooOmmeHussMu. JIJIs ydammxcst 3TOro BO3pacTa KEJIaHHWE BBISICHUTH, YTO OHH MOTYT
ceOc TO3BOJUTH JejaTh 0€3 pa3perieHrus B3POCHBIX, SBISCTCS aOCOJFOTHO
HopMastbHBIM. Ilemaroram s obecrnieueHus HHTEpHET-0e30macHOCTH ydarmmxces 10-
15 neT HEOOXOAMMO:

* TI03HAKOMUTH yUYAIINXCSA C OTBETCTBEHHBIM, IOCTOWHBIM MOBEICHUEM B
HNurepnere;

= paccka3aTh 00 OCHOBHBIX OMACHOCTSIX U MpaBuiaxX 0€30MacHOT0 UCTIOIh30BaHHUS
cetu MHTEpHET;

= yOeauTh HUKOTJa HE BBIIABATh JUYHYIO HH(OPMAIUIO, B TOM YUCIe (GaMUIIHIO,
UM, TOMaIIHUH aipec, HoMepa Tene(oHOB, Ha3BaHUE HIKOJIBI, aAPEC MIEKTPOHHOM
MOYTHI, (haMUIIUU JPy3ei WU POJACTBEHHUKOB, CBOM UMEHA B TIpOrpaMmax
MTHOBEHHOT'O 0OMEHA COOOIIESHUSIMU, BO3PACT WU JaTy POXKIACHHUS, TI0
ANEKTPOHHOM MOYTe, B YaTaX, CHCTEMaXx MTHOBEHHOTO 0OMEHa COOOIICHUSIMH,
PETHCTPAIIMOHHBIX (OpMax, TUIHBIX MPOGUIIAX U MPU PETUCTPALIMHA Ha KOHKYPCHI
B HTEpHETE;

= OOBSICHUTH OMACHOCTH JIMYHBIX BCTPEU ¢ ApY3bsiMu 1o UHTEepHETY 06e3
MPUCYTCTBUS B3POCIBIX;

=  yOeauTh coOOIIaTh BaM, €CJIM YTO-TUO0 MITH KTO-THOO0 B CETU TPEBOKUT WITH
YTPOXKAET UM.

= O3HAKOMb C IPaBUJIAMHU MTOBEACHUS Ha opyMax U yaTax, yOeaIuTh UX, YTO OHU HE
JOJDKHBI UCIIOJIB30BAaTh CETh JJISl XYJIMTaHCTBA, PACIIPOCTPAHEHUS CIIETEH WU
yrpo3 APYTUM JHOJSM.

Opranusys paboTy ¢ ydallUMUCA CTapliUX KJIAaccoB 1O  Oe30MacHoOMy
UCIONB30BaHUI0 HH(opmanuu B HHTepHeTe, cienyeT oOpaTUTh BHMMaHHE Ha
He(OpMaJbHbIE  MOJIOACKHBIE  OOBEIMHEHHS,  KOTOpble  BO3HUKAIOT B
oOpa3oBaTtenbHOM opranu3auuu. CereBas 0€30MaCHOCTb MOAPOCTKOB — TPYyAHAs
3a/a4a, MOCKOJIbKY 00 MHTEepHETE OHU 3HAIOT 3a4acTylo OOJbIle, YeM UX POAUTENH.
Tem He MeHee, yuacTue B3pOCbIX TOXKE HEOOXOIUMO:

= becenyiite ¢ mogpocTkamu 00 UX Ipy3bsax B MIHTepHETE U 0 TOM, YeEM OHU
3aHuMaroTcs. CrpammBaiTe o JTI0AsIX, ¢ KOTOPBIMHU MOAPOCTKH 00IAIOTCS 110
MIHOBEHHOMY OOMEHY COOOIIEHUsIMU, U yOEIUTECH, UTO 3TH JIFOJIU UM 3HAKOMBI.

= UHnTtepecyiiTech, KAKUMH YaTaMU U JOCKAMH OOBSIBICHUI MOJIb3YIOTCS MOAPOCTKH,
U ¢ KeM oHHU obOmatotes. [loompsiiTe HCMIOIB30BaHNE MOJAEPUPYEMBIX
(KOHTPOJTUPYEMBIX) YATOB M HACTAWBAKNTE, YTOOBI OHU HE OOIIAINCH C KEM-TO B
IIPUBATHOM PEXUME.

= Hacraugaiite, 4T0OBI MOJPOCTKH OCTOPOKHO COTJIAIIAIUCH WM HE COTJIAIIANINCh
BOBCE Ha JIMYHBIE BCTpeUH C Apy3bamu u3 MHTtepHera. HamomuHaiite, kakue
OIMACHOCTH 3TO MOKET 3a COOOM MOBJICYb.

=  YOeaute MOJIPOCTKOB HUKOT/Ia HE BbIJABATh JTUUYHYIO HH()OPMAIIHUIO 110
ANIEKTPOHHOM MOYTe, B UaTaxX, CHCTEMax MTHOBEHHOT'O 0OMEHa COOOIIEHUSIMU,
PETUCTPAIMOHHBIX (POpMaX, TUYHBIX MPOQUIIAX U MIPU PETUCTPALIMH Ha KOHKYPCHI
B UHnTepuere. HamomuHaiiTe, 4emM 3TO MOKET 0OCPHYTHCS.



= [lomoruTte MoapoCcTKaM 3alMTUTLCS OT criama. HayunTte nx He BbIIaBaTh B
HNuTepHeTe cBOEro 3IEKTPOHHOTO ajpeca, He OTBeYaTh Ha HEXKellaTeIbHbIEe MMChMa
Y WCIIOIh30BaTh CIEIIUAIbHbBIC TTIOYTOBBIC (DHITHTPHI.

=  OOcyauTe ¢ MOAPOCTKAMH a3apTHBIC CETEBBIC UTPHI U CBSI3aHHBIN C HUMH PHUCK.

PesynpTaTamu MepornpusTuii mo 0e30MacHOMYy HCTONIb30BaHHI0 VHTEpHETa MOTYT
CTaTh Kak OyMaXHbIe, TaK U OJJIEKTPOHHBIE PECYpChl, CO3JaHHBIC YYaIIMMHUCS:
PUCYHKH, COYMHEHHUs (pacckas3bl, CKa3KH, CTHXH), OYKIEThl, TMpPE3CHTAIHH.
WNuTepecHoii ¢opmoit mpeacTaBieHUs] pe3yJbTaTOB MOTYT CTaTh Te€aTpaM30BaHHBIC
BBICTYIUICHHS ¥ BUACO(DUIBMBI yUaIIUXCS.

JInst ydammxcsi CTapliMX KJIacCOB IMPH CO3JaHUM MATEepUaoB MO OE30MacHOCTH
MOYKHO HCIIOJIb30BaTh CEPBHCHI VIHTEpHETA JIsi COBMECTHOM esTeiabHOCTH. PaboTta
KOMaH/Ibl YYaIMXCS B 3TOM CIy4ae MOXEM MPOBOIUTHCS JAUCTAHIUOHHO. OIHUM U3
pUMEPOB SIBIISICTCS cxema «be3onacHocTh JeTei B
uHTepHeTey. http://www.mindmeister.com/ru/12485180/

Pexomenayem oOpaTuTh BHHMAHHE Ha CO3JIaHME YCIOBUS IS O3HAKOMJICHUS C
pe3ylbTaTaMi  TBOpYECTBAa ydyaluxcsa. Pa3paboTaHHbIE MaTepUaibl  MOYKHO
pa3Meniath Ha caiite o0pa3oBaTeIbHONW OpraHU3allii, B COIMAJIBHBIX CETAX, OJorax u
CETEBBbIX COOOIIECTBAX.

Jina  sddexTtuBHON  NpoQUIAKTUKM  MHTEPHET-3aBUCHUMOCTH, NPO(UIAKTUKH
HAI[MOHAJIMCTUYECKUX TPOSIBJICHUI B MOJOJEKHOM Cpele U YCTpAHEHHUs pHCKa
BOBJICUEHHUS MOAPOCTKOB B NMPOTUBONPABHYIO JEATEIBLHOCTh M€1aroraMm HEOO0X0IUMO
OPOBOJUTH PA3bCHUTEIBHYI0 M KOHCYJIbTALIMOHHYIO paboTy C pOAUTENSIMU
yyaluxcsl ¢ LEeIbl0 OOBSICHEHUS MpaBUJl, PUCKOB NMPEAOCTABICHUS JIETAM CPEJICTB
CBSI3M C BBIXOJIOM B IHTEpHET.

Bo3moxkHo npoBenenue 6ecen o pabore yyaunmxcs B ceTu MHTepHeT Ha KJIacCHBIX U
OOLIEIMIKOJBHBIX POAUTENBCKUX COOPAHMSIX WM NPU HUHIMBUIYAIbHBIX BCTpEYaXx;
MH(OPMHUPOBAHUE Yepe3 LIKOIbHBIM CalT Ha cTpaHWuke Ais poauteneid. Ha takux
CTpaHUYKaX MOXXHO Pa3MECTUTh PEKOMEHJALUU MO MPOQPUIAKTUKE KOMIbIOTEPHOU
3aBHCHMOCTH y JIeTel, 0 obecrneueHnto 0e30macHocTu aetei B intepuere.

Pomutenssm MoryT OBITH JaHbl CIEAYIONIME PEKOMEHAAIMU 10 (HOPMUPOBAHUIO Y
yUaIuxcs HaBBIKOB O€301MaCHOT0 MOBEACHUS B ceTu VIHTEpHET:

= Hayuute nereii coBeToBaThCS C BaMu IIEpel paCKpbhITHEM HH(OpMAIK yepes
ANEKTPOHHYIO TIOUTY, YaThl, JOCKU OOBSBICHUHN, pETUCTPALIMOHHBIE (POPMBI U
JUYHBbIE TPOQUITH.

= Hayuute nereii He 3arpyxaTh IPOrpaMMbl, My3bIKY WU (aiiibl Oe3 Balero
pa3peleHus.

= [lo3BonsiiTe 3aX0aUTh HA AETCKUE CAUTBI TOJIBKO C XOPOILIEH PEIyTaluen U
KOHTPOJIUPYEMBIM OOIICHUEM.

= becenyiite ¢ geTbmMu 00 UX Ipy3bsix B IHTepHETE U O TOM, UeM OHHM 3aHUMAIOTCS
TakK, KaK eclid Obl peyb 1J1a O APY3bsIX B peaibHON KU3HU.
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= [lpmyunTte merei cooOmMATh BaM, €CJIU YTO-THOO WIIH KTO-THOO B CETH TPEBOKHUT
uiy yrpoxkaet uM. OctaBaiTech CHOKOMHBIMUA U HATIOMHHUTE JETSIM, 4YTO OHU B
0€30MacHOCTH, eclii pacckazanu BaM. [loxBanurte ux u moOyxaaiiTe MOJOUTH eIle
pas, €clii ciay4al MOBTOPHUTCS.

EnuHCTBO pOAMTENBCKUX U TMEAArOTHYECKUX YCUIUM TMOMOXET ONTHMAalIbHO
WCIIOBb30BaTh «IUTFOCHD) M HEHWTpaIu30BaTh «MHUHYCBHI» pabOTBI C pecypcamu
BcemupHoi CeTu.

HNuTepHeT-pecypcehl 715 IeIarornyeckux pabOTHUKOB:

= http://www.fid.su/projects/deti-v-internete caiit ®ona Passutus HMuTepHer.

= http://www.ligainternet.ru/ Jluru 6e3onactoro MurepHera.

= http://pptdweb.ru/informatika/bezopasnyjj-internet.html npesenranuu o
6e3omacaoM MHTEpHETE.

= http://www.microsoft.com/ru-ru/security/default.aspx caiit Lientpa 6e30nacHoCcTH
Maiikpocodr.

= http://i-deti.org/ mopran «be3onacHblii UHET I JCTEH», PECYPChI, PEKOMEHIAIINH,
KOMHMKCHI

= http://cereBudok.pd/ caldT A geTel — oOydeHHe U OHJIaH-KOHCYJIbTUPOBAHUE
0 BOTIPOcaM KrOepOe30macHOCTH CETEBOM 0€30MacHOCTH

= http://www.igra-internet.ru/ — onnaiin untepuer-urpa «3yun MaTepHeT —
YIOPaBIIA UM»

= http://www.safe-internet.ru/ — caiit Pocrenekom «be3omnacHoTh aereii B
WuTepHeTe, OMOIMOTEKA ¢ MaTepUallaMu, TAMITKaMH, PEKOMEH TAllUsIMH T10
BO3pacTam

[lamsiTka memaroram 1o  oOecreueHH0  HWHGOPMAIMOHHOM  6e30MacHOCTH
oOyyJaromuxcs

1. O6bsicauTe ydamuMmcs npaBuia nosefaeHus B MHtepHere. Pacckaxure o Mepax,
NPUHUMAEMBIX K HapyLIUTEISIM, OTBETCTBEHHOCTH 33 HapyUIEHUE MPaBUJI IOBEICHUS
B CETH.

2. CoBMecTHO € ydyamiuMmucs chOpMyIupyWTe NpaBUia MOBEACHUS B cllydae
HapylleHus ux npas B HTepHETE.

3. IlpuyuaiiTe HECOBEpIIEHHOJETHUX YBaXKaThb IpaBa Apyrux jawoaeil B MurtepHere.
OObAcCHUTE UM CMBICI TIOHATHS  «aBTOPCKOE TMpaBO», pacCKaxkure o0
OTBETCTBEHHOCTH 3a HapyIIEHUE aBTOPCKUX IPAB.

4. IlposiBnsiiTe uHTEpEC K "BUPTyaJIbHOM"' JKU3HU CBOMX YYEHHKOB, W IIpU
HEO0OXO0IMMOCTH COO0IalTe POIUTENSAM O MpolIeMax Ux JAETeu.

5. HayuuTte y4eHHMKOB BHUMATEIbHO OTHOCUTHCA K MH(POpPMALMM, TOJydaeMOW H3
Nureprera. @opmMupyuTe IMPEACTABICHUE O JOCTOBEPHOM U HEIOCTOBEPHOU
uHpopmanuu. HactaBaiite Ha moceleHny MPOBEPEHHBIX CANTOB.


http://www.fid.su/projects/deti-v-internete
http://www.ligainternet.ru/
http://ppt4web.ru/informatika/bezopasnyjj-internet.html
http://www.microsoft.com/ru-ru/security/default.aspx
http://i-deti.org/
http://сетевичок.рф/
http://www.igra-internet.ru/
http://www.safe-internet.ru/

6. ObecnieubTe MPOPUIAKTUKY UHTEPHET-3aBUCUMOCTH YUYaIIUXCSl Yepe3 BOBJICUCHUE
JETel B pa3IMYHbIC BHEKJIACCHBIE MEPOINPHUATHS B PEATbHON XKU3HHU (TOCEIICHUE
TEaTpOB, MYy3€€B, y4acTHE B UTPAX, COPEBHOBAHUSAX ), YTOOBI NTOKA3aTh, YTO peajbHas
YKA3Hb HAMHOI'O MHTEPECHEE BUPTYAJIbHOM.

7. llepponuyeck COBMECTHO C YYAIIMMHUCS AHAIU3UPYUTE HMX 3aHATOCTb U
OpraHu3aIMIo J0Cyra, Ieleco00pa3HOCTh M HEOOXOAMMOCTH HCIOJIB30BAHUS WMH
PECYPCOB CETH IJI Y4eObI U OT/ABIXA C IENbI0 MTPO(UIAKTUKI HHTEPHET-3aBUCUMOCTH
1 00CYXXJIalTe C POAUTENSIMU PE3YIbTATHl CBOUX HAOIIOICHHIA.

8. B cimyyac BO3HUKHOBEHHsS NpoOJeM, CBs3aHHBIX C VHTEpHET-3aBUCUMOCTEHIO,
CBOEBPEMCHHO JOBOJUTEC WH(OPMAIMIO JI0 CBEACHHUS POIUTEIICH, NMpHUBICKAHTE K
paboTe ¢ yJalmMuCs U UX POTUTENSIMH TICHXO0JI0Ta, COIMATBHOTO MeIarora.

9. IlpoBomuTe MepoONpHUATHS, HA KOTOPBIX paccka3biBaiTe o siBlieHUH WHTepHET-
3aBHCUMOCTH, €€ MPU3HAKaX, CII0C00ax MPEO0JIEHUSI.

10. CucTeMaTHYeCKH MOBBIMIANTE CBOIO KBATM(PUKAIIMIO B 00J1acTH MH(OPMAIMOHHO-
KOMMYHHKAITMOHHBIX TEXHOJIOTHH, a TAK)Ke M0 BOMPOCAM 3J0pPOBbECOCPEIKEHUS.

11. Cranbpre mpumepoMm isi cBoux yuyeHHKOB. CoOirofaiiTe 3aKOHONATENbCTBO B
o0nacTH 3alUThl NEPCOHAJIBHBIX [JAaHHBIX U HH(OPMAIMOHHON O€30MacHOCTH.
PannoHanbHO OTHOCHUTECH K CBOEMY 3J0pOBbIO0. Pa3ymMHO ucnosnb3yiite B cBOei
KU3HU BO3MOXHOCTHU UHTEPHETA U MOOMJIBHBIX CETEH.

OBYYAIOIIIUMCA

[TamsiTka 1151 0Oyyaromuxcs 00 nHGoOpMaMOHHOM 0€30MaCHOCTH AETEH

HEJIb34

1. Bcem monpsia cooOmarh CBOIO YacTHYI0 UWHpopMaluio (HACTOSIIHE UMS,
¢damunuio, TenedoH, aapec, HOMep LIKOIbL, a Takxke Gororpaduu cBOH, CBOEH ceMbU
u apy3en);

2. OTKpbIBaTh BJIOKEHHbIE (allibl AIEKTPOHHON TMOYTHl, KOIJa HE 3Haellb
OTIIPAaBUTEIS;

3. I'pyOuth, mnpumupaThCs, OKa3bIBaTh JJaBICHHUE - BECTH Cce€0S HEBEXKIUBO U
arpecCUBHO;

4. He pacnopsbkaiics JeHbraMu TBOEHM ceMbM 0O€3 pa3pellieHHs] CTapliuX - BCerja
CIIpaliMBal POAUTENEH;

5. He Bcrpeuaiics ¢ VIHTepHET-3HAKOMBIMU B PEAJIbHOM XKU3HU - MOCOBETYMUCS CO
B3POCJIBIM, KOTOPOMY JOBEPSICIIb.

OCTOPOXHO



1. He Bce mumyT npaBay. Yurtaemnrs o cebe Henpasay B nTepHeTe - cooOmmm 00 3ToM
CBOMM POJHMTEIISIM HIIH OTIEKYHAM;

2. IlpurnamarT TNEpPEeNHCHIBATHCS, UIPaTh, OOMEHUBATHCA - MPOBEPb, HET JH
MOJBOXA;

3. HezakonHoe konupoBanue Qaiinos B IHTepHETE - BOPOBCTBO;
4. Becerma pacckasbiBail B3pOCIBIM O MTPo0OJIeMax B CETH - OHHU BCET/Ia IOMOTYT;

5. Wcnonw3yit HacTpoiiku 0€30MacHOCTH M MPUBATHOCTH, YTOOBI HE MOTEPATH CBOU
AKKayHTBI B COLICETSX U IPYTHUX MOpTaIaX.

MOXHO

1. YBaxaii 1pyrux noyib30BaTelew;

2. ITonb3yeubcss UHTEPHET-UCTOYHUKOM - JI€JIAM CCHUIKY Ha HETO;
3. OTKpbIBail TOJBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4, O6HlaTI>C5I 3a IIOMOIIBIO B3POCJIBIM - POAUTCIIM, OIICKYHBI W aIMHUHUCTPAIIUA
CalTOB BCCraa MOMOT'YT,

5. Ilpoiinu oOyuenue Ha caite "CeTeBMUOK" M MOJy4Yd NacnopT LU(pPOBOro
rpakaaHuHa!

C kaxapIM rogomM MOJOACKH B MHTCPHECTC CTAHOBUTCS 6OJII>HI€, 4 IIKOJIbHUKHU OJHHU
U3 CcaMbIX aKTHBHBIX I10JIb30BaTEIICH PYHeTa. Memz{y TCM, ITIOMHMO OI'POMHOI'O
KOJIN4YCCTBa BOSMO)KHOCTGﬁ, HHTCPHCT HCCCT U HpO6JI€MI>I. OTa mamsaTKa JOJKHA
IIOMOYb TeOe Oe301acHo HaXO0JUTBHCA B CCTH.

KommnbrotepHbie BUPYCHI

KoMmnbroTepHblii  BHpPYC - 3TO  Pa3HOBUAHOCTh  KOMIBIOTEPHBIX  IIPOrpaMM,
OTIUYUTENBHON 0COOEHHOCTHIO KOTOPOU SIBJIIETCA CIIOCOOHOCTh K pa3MHOKEHUIO. B
JOTIOJIHEHUE K 3TOMY, BUPYCBHl MOTYT IIOBPEAUTH WM IMOJHOCTBIO YHUYTOXKHUTH BCE
Gdaiinpl M JaHHBIE, MOJKOHTPOJBHBIE IOJB30BATENI0, OT MMEHU KOTOPOro Oblia
3amylIeHa 3apaK€HHAs NpOrpaMMa, a TaK)Ke IOBPEAUTb WM JaXX€ YHHUUYTOXKUTh
ONEpAlMOHHYIO CHCTEMY CO BceMu (aitamu B 1enoM. B OoJbIIMHCTBE Ccilydyaes
PacIpOCTPaHSIOTCSA BUPYCHI Y€PE3 UHTEPHET.

Metob! 3a1UTEl OT BPEAOHOCHBIX ITPOTPAMM:

I. Hcnonws3yil COBpEMEHHBIE ONEPALMOHHBIE CHUCTEMbI, HMEIONIUE CEPbE3HbIN
YPOBEHbB 3alIUTHI OT BPEJOHOCHBIX IPOTPAMM;



2. IlocTostHHO ycTaHaBIWBai matuu (IU(POBHIE 3aIUIATKH, KOTOPhIE aBTOMAaTHYCCKU
YCTAaHABIIMBAIOTCS C IEIBI0 JOPAOOTKA TPOTrpaMMbl) W APYTHe OOHOBJICHHUS CBOCH
OTIepaIMOHHON cucTeMbl. CKauMBai MX TOJIBKO ¢ O(PHUITMATBLHOTO caiTa pa3padoTdnKa
OC. Ecnu cymecTByeT pekiuM aBTOMAaTHYECKOTO OOHOBIICHHUSI, BKITFOYH €T0;

3. Pabortaii Ha cBoeM KOMIBIOTEpE TIOJ TIpaBaMH TMOJb30BaTes, a HE
aIMMHHUCTpATOpa. OTO HE TO3BOJUT OOJBIIMHCTBY BPEJAOHOCHBIX MPOTpaMM
WHCTAJUTUPOBATHCS] HA TBOEM MEPCOHATEHOM KOMIIBIOTEPE;

4. Vicnonp3yli aHTHBUPYCHBIE ITPOrPAMMHBIEC TIPOAYKTHI H3BECTHBIX IPOU3BOIUTEIICH,
C aBTOMaTHYECKUM OOHOBJIEHHUEM 0a3;

5. Orpannyb GU3HYECKHUIN TOCTYI K KOMIBIOTEPY JUIsl TOCTOPOHHUX JIUIL;

6. Vcnonp3yii BHENIHUE HOCUTENW MH(POPMAIIUU, TaKHE KaK (uielika, JUCK WU (ailn
U3 UHTEPHETA, TOJILKO U3 MPOBEPCHHBIX HCTOUYHUKOB;

7. He oTKpbIBail KOMIIbIOTEPHBIE (haliiIbl, TOJYUEHHBIE U3 HEHAIEKHBIX UCTOUYHUKOB.
Jaxe Te aiinbl, KOTOpble MpHCcHaan TBOW 3HaKoMbIi. Jlydmie yTouHu y Hero,
OTIPABJISLI JIU OH TeOe ux.

Cetun WI-FI

Wi-Fi - 3T0 He BUA nepeiayn JaHHBIX, HE TEXHOJIOTHUS, a BCETO JIUIIL OpPEeH[, MapKa.
Eme B 1991 rony nunepnanackas kommnanus 3apeructpupoBaina openg "WECA", yto
obo3nauano cinoBocoyetanue "Wireless Fidelity", koTopwiii mnepeBoauTCS Kak
"GecrpoBOIHASI TOYHOCTH".

Jlo Hamiero BpemMeHHM jouuia apyras abOpeBuarypa, KOTopas SBISETCS TakoW ke
TexHosioruei. 1o abopeBuarypa "Wi-Fi". Takoe HazBaHue ObLIO JaHO C HAMEKOM Ha
CTaHIApT BbICHICH 3ByKOBoW TexHuku Hi-Fi, 4yTo B mepeBojie o3HawaeT "BBICOKAs
TOYHOCTB'".

Ja, OecruiaTHBIA MHTEPHET-AOCTYI B Kade, OTEAX U a3ponopTax sIBIASETCS OTINYHOU
BO3MOXHOCTBIO BBIXOJAa B UHTEpHET. Ho MHOrme »sKcmeprsl CUYHMTAKOT, YTO
obmenoctymabie Wi-Fi ceTr He ABIsIIOTCS 0€30MaCHBIMHU.

CoBeThl 110 6€30MAaCHOCTH PA0OTHI B 00IICAOCTYTHBIX ceTax Wi-fi:

1. He mepenaBaii cBoro juuHyro uHpopmalmoo udepe3 odmenoctymnubie Wi-Fi ceTn.
PaboTas B HHX, KeJaTelbHO HE BBOJIUTH MApPOJU JOCTYIA, JIOTHHBI U KaKHUE-TO
HOMeEpa;

2. Vcnonp3yit 1 OOHOBIISIM aHTUBHPYCHBIE MpOrpaMmbl U Opanamayep. Tem cambiM
ThI 00€30MacHIlb ce0sl OT 3aKaYKK BUpYyca Ha TBOE YCTPOMCTBO;



3. Tlpu wucnonb3oanuu Wi-Fi otkmoun dyskiuro "OOmmii qoctyn K Qaiiaam u
npunTepam”. JlaHHas QYHKOHMS 3aKpbITa 1[0 YMOIYaHHUIO, OJHAKO HEKOTOPHIC
MOJIb30BATENN aKTUBHPYIOT €€ JJIs yA00CTBA UCIIOIB30BaHUs B paboTe UiH yueoe;

4. He ucnons3yi nyonuunsiii WI-FI quist nepegaun TUYHBIX JaHHBIX, HapUMeEp IS
BBIX0/1a B COLUAJIBHBIEC CETU WJIM B AJIEKTPOHHYIO MOYTY;

5. Ucnionp3y#t TonbKo 3amnuiieHHoe coequaenue uepe3 HTTPS, a ue HTTP, 1.e. ipu
Habope BeO-aapeca BBoAM MMeHHO "https://™;

6. B wmoOunpbHOM Tenedone ortkmoun  ¢yHknuo  'loaxmouenue  k Wi-
Fi aBTomatnuecku". He momyckaii aBTOMATHYECKOTO IMOIKIFOYCHHS YCTPOMCTBA K
cersm Wi-Fi Ge3 TBoero cormacusl.

CoumanabpHbBIE CETH

ConmanbHble CETH aKTHBHO BXOJIST B HAILY JKU3Hb, MHOTHE JIIOJIM PabOTAIOT U )KUBYT
TaM TMOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MWJUIMAP] YETOBEK, UYTO
SIBISETCS OJHOM CEIbMOM BCeX JKWUTeler IuiaHeTbl. MHOrue mnoJjihb30BaTeId HE
MOHUMAIOT, YTO MH(POpMaIHS, pa3MEIICHHAsS MU B COITHAIBHBIX CETIX, MOXKET OBITh
HalJlecHa M KCIO0JIb30BaHa KEM YroAHO, B TOM YHCJI€ HE 00s3aTeIbHO C OJlaruMu
HaMEpPEHUSMMU.

OcCHOBHEBIE COBETHI IO 0€30MaCHOCTH B COLHMAJIBHBIX CCTAX:

1. Orpannub cnucok napy3ei. Y TeOs B APY3bsiX HE JODKHO OBITH CIy4YallHBIX WU
HE3HAKOMBIX JIOJIEH;

2. 3amuiai cBor 4yacTHyIO ku3Hb. He ykasbiBail mapomu, TenaedoHsl, aapeca, naty
TBOETO POXKJAEHUA U JPYryl JIMYHYI0 HHPOpMALUI0. 3JI0YMBINUIEHHUKH MOTYT
UCIOJIb30BaTh JaXe MH(POpPMALMIO O TOM, KaK Tbl U TBOM POJUTEIM IUIAHUPYETE
IPOBECTU KAHUKYJIBI;

3. 3amuniail cBOI pemyTaluio - AEpKHU €€ B YUCTOTE U 3aJaBail ce0e BOMpPOC: XOTel
Obl Tbl, YTOOBI Jpyrue MOJB30BAaTEIU BUJIENHM, YTO Thl 3arpyxaems? [logymaii,
MIPEX]IE YEM YTO-TO ONYOJIMKOBATh, HAIMCATh U 3arPy3UTh;

4. Ecnu Thl TOBOPHILB C JIFOJAbMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEAIbHOE
UM U JpYTyl0 JIMYHYIO MHGOPMALMM: UMS, MECTO KUTEJIbCTBA, MECTO y4eObl U
pouee;

5. U36eraii paszmemienus ¢ororpaduit B HMHTepHeTe, rae Thl H300pakeH Ha
MECTHOCTH, 10 KOTOPOM MOXHO ONPEAETUTH TBOE MECTOIOJIOKEHHUE;

6. Ilpu peructpauuu B COIUUATLHOW CETH HEOOXOJAMMO HCIOJB30BaTh CIIOKHbBIC
MapoJIH, COCTOSIIIME U3 OYKB U LU(P U C KOJIMUECTBOM 3HAKOB HE MEHeEe §;



7. Jnsg conmanbHOM CETH, MOYTHI M JPYTUX CaWTOB HEOOXOJUMO HCIOIb30BATh
pasHble naposu. Torna ecau Te6s B3J1OMAIOT, TO 3JI0YMBIIIJIEHHUKH MOIY4aT JOCTYII
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3sy.

DJIEKTPOHHBIE JIEHBTU

DNEKTPOHHBIE IEHBTH - 3TO OYEHb yAOOHBIA CIOCOO IMIaTEeXeH, OTHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TU JICHBIU.

DIIEeKTPOHHBIC ICHBIH MOSBIIINCH COBCEM HEJIaBHO WU MMEHHO M3-3a TOT'O0 BO MHOTHX
roCyJapcTBax J0 CUX MOP HE MPOIKCAHO MPO HUX B 3aKOHAX.

B Poccum xe oHM (DYHKIIMOHHUPYIOT M O HHX YK€ IMPOIMCAHO B 3aKOHE, TJEe WX
pa3lesoT Ha HECKOJIBKO BHUOB - aHOHUMHBIC M HE aHOHUMHBIC. Pa3zHuIa B TOM, 4TO
AHOHUMHBIC - O3TO Te, B KOTOPBHIX pa3pemaeTcss MPOBOJUTH olepanuu 0e3
UACHTU(HUKAIIMKA TI0JIh30BaTEIsI, & B HCAHOHMMHBIX HACHTU(HKAIIHUS ITOJIb30BATCIISA
SBJISIETCST 00s3aTEIILHOM.

Taxoke cnemyeT pa3nuuath dJIEKTPOHHBIC PHaTHBIC IEHBIH (PaBHBI TOCYIAPCTBCHHBIM
BAJIOTAaM) M DJJIGKTPOHHBIC HEPHUATHBIC JEHbIH (HE paBHBI TOCYIAPCTBEHHBIM
BaJIFOTaM).

OcHOBHEBIE COBETHI IO Oe30MacHOM pa60Te C DJICKTPOHHBIMHU JCHbI'aMU:

1. IlpuBsiku K cueTy MOOUIIbHBIN TelleOoH. DTO camblil yAOOHBIN U OBICTPHIN CITOCOO
BOCCTAHOBUTH JOCTYI K cueTy. [IpuBsizaHHbIN TenedoH MOMOXKET, eclid 3a0yjellb
CBOU IUIATEKHBIN MMApOJIb WK 3alJICIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnons3yit onHopaszosbie maponu. [locne nepexosa Ha yCUJIEHHYIO aBTOPHU3ALUIO
TeOe yxe He Oy/eT yrpokaTh ONacHOCTh Kpa)Ky WM NepexBaTa IJIaTeKHOTO MapoJis;

3. Bribepu cnoxubiii mapois. [IpecTynmHukam OyneT He MPOCTO yrajaaTh CIOKHBIM
napoiib. HajexxHble maponu - 3T0 Mapoyiv, KOTOPBIE COAEPKAT HE MEHEE 8 3HAKOB U
BKJIIOYAIOT B c€0s1 CTPOYHBIE M MPOMUCHBIE OYKBbI, HU(PPBHl U HECKOJIBKO CUMBOJIOB,
TaKHe KakK 3HaK JoJuiapa, pyHTa, BOCKIUIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJIM CBOM JIMYHBIC JIAaHHBIC HA CaliTaX, KOTOPBHIM HE JOBEPSCIIIb.
DJIEKTpOHHAs MOYTa

DJIEKTPOHHAS TIOYTa - 3TO TEXHOJIOTHS U MPEJOCTABIAEMBIE €10 YCIYTH MO MEPECHUIKE
W TIOJNYYEHUIO ODJICKTPOHHBIX  COOOIIEHWH, KOTOphIE  paCHpelessiloTcs B
KOMITbIOTEpHOM ceTu.  OOBIYHO  SJEKTPOHHBIA  TMOYTOBBIM  SIIIUK  BBITJISIIUT
CIeAYIOMHUM 00pa3oM: UM TOJB30BATENA(@WUMS JOMeHa. Takxe Kpome Tepeaadu
MPOCTOTO TEKCTa, UMEETCSI BOBMOYKHOCTD Tepe/iaBaTh (aubl.

OcHoOBHBIE COBETHI IO 06€30TacHO# paboTe ¢ ANEKTPOHHOU MOUYTOM:



1. Hago BBIOpaTh HpaBHIBbHBIA TOYTOBBIM cepBHC. B MHTepHETE €CTh OTPOMHBIN
BBIOOP OECTIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIIIE JOBEPSITH TEM, KOTO 3HACIIb
Y KTO MEPBBIM B PEUTUHTE;

2. He yxa3pIBaii B TMUHOM MouTe TWUHYIO HHOpMaruio. Hampumep, nydire BHIOpaTh
"My3bIKanbHBINA _(haHaT@" win "pok2013" BmecTo "Temal3";

3. Hcnonb3yil OBYXATaHYK AaBTOPHU3AIMIO. DTO KOrja MOMHMO Mapojs HYKHO
BBOJUTH KOJI, MPUChLIaeMbIi 110 SMS;

4. BoiOepu COXHBIH mapoib. JJIg Kaka0ro MOYTOBOTO SIIMKA JOJDKCH OBITH CBOM
HAJIC)KHBIN, YCTOWYMBBIN K B3JIOMY HapoJib;

5. Eciii ecTh BO3MOXHOCTh HAaIlMUCaTh CAMOMY CBOM JIMYHBIA BOIIPOC, UCIIOJIB3YH ATy
BO3MOYHOCTb;

6. Mcnonb3yli HECKOJNBKO MOYTOBBIX AMMKOB. [lepBbIN 111 4aCTHOW TMEPENUCKU C
ajgpecaramMu, KOTOPbIM Thl JOBEpsiellb. IJTO DSJEKTPOHHBIA aJpec He HaJIo
UCIIOJIb30BATh MPU PErUCTpALlUU Ha (opyMax U cauTax;

7. He oTkpwIBail ¢ailyibl u Jpyrue BIOKEHHUS B MUCHhMaX, IaXXe €CJIM OHU IPHIILIH OT
TBOMX Jipy3eil. JIydlie yTouHu y HUX, OTHPABIISUIN JIU OHU TeOe 3TU (aiiisl;

8. Ilocne oxoHuaHusi pabOTHI HA MOYTOBOM CEpPBHCE MEPE] 3aKPHITHEM BKIAJKU C
caiiTom He 3a0y/b HaXxaTh Ha "BeiiTu".

KuOepOyniuHr unu BUpTyallbHOE U3/I€BATEIBCTBO

KubepOymiuHr - mnpecnenoBaHue COOOIIEHUSIMU, COJEPKALIUMHU  OCKOpPOIEeHMS,
arpeccuro, 3alyruBaHHe; XYJUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHUE C MOMOUIBIO
Pa3IMYHbIX UHTEPHET-CEPBHCOB.

OcHoBHBIE COBETHI 110 OOPHOE ¢ KUOEPOYIITMHTOM:

1. He Gpocaiicst B 60#. JIydmnii crioco0: MOCOBETOBAThCA Kak ce0sl BECTH U, €CIIU HET
TOT0, K KOMY MOXXHO OOpaTUThCA, TO BHayajue YCIHOKOUThCSA. Eciu Thl HauHeb
OTBEYaTh OCKOPOJEHUSIMHU Ha OCKOpPOJIEHMS, TO TOJBKO elle OoJbllie Pa30XiKellb
KOH(JIUKT;

2. Ypasnisii cBoeit kubeppenyTranuei;

3. AHOHUMHOCTb B ceTH MHHMMas. CyIllecTBYIOT CIIOCOObI BBISICHUTb, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BeCTH XYJIHMTaHCKHI oOpa3 BUpPTyalbHOU ku3HU. IHTEpHET Qukcupyet
BCE TBOM JICUCTBHS U COXPAHACT UX. Y IAJIUTh UX OYJET KpailHe 3aTpyIHUTENIbHO;



5. ColGmroiaii CBOXO BUPTYaTbHYIO YECTh CMOJIONY;

6. Urnopupy#t enmHu4HBIA HeraTuB. OIHOpa30BBIE OCKOPOHWTEIBbHBIC COOOIICHHUS
Jydine urHopupoBath. OOBIYHO arpeccus MpeKpamacTcs Ha HadyaabHON CTaauH;

7. bam arpeccopa. B mporpammax oOMeHa MTIHOBEHHBIMH COOOIICHUSMH, B
COITMABHBIX CETAX €CTh BO3MOXKHOCTH OJIOKMPOBKH OTIIPABKH COOOIICHUN C
OTIpE/ICIICHHBIX aJIPECOB;

8. Ecnmu 1B cBuaetens kuOepOymimHra. TBOWM JNEWUCTBHUS: BBICTYNHTH MPOTUB
mpeciieoBaTeNsd, MoKa3aTh €My, 4YTO €ro JCWCTBUS OILICHWBAIOTCS HETaTHBHO,
MOAJEPKATh KEPTBY, KOTOPOM HYKHA TIICUXOJIOTUYECKas IOMOIb, COOOIIHUTH
B3pOCIIBIM O (PaKTe arpecCUBHOTO MOBEACHUS B CETH.

MoOwbHBIN TenepoH

CoBpemeHHbIE CMapT(OHBI M IUIAHIIETHI COJAEpPkKAT B ceOC BIIOJHE B3POCIBIN
GYHKIIMOHAJI, ¥ TEMmeph OHU MOTYT KOHKYpHUpPOBaTh CO CTalldOHAPHBIMU
KomnbioTepaMu. OHAKO, CPEACTB 3alIUTHI IS MOJOOHBIX YCTPOWCTB MOKa OYEHBb
Majo. TectupoBaHue U MOUCK YA3BUMOCTEM B HMX MPOUCXOJUT HE TaK UHTEHCUBHO,
kak juist [TK, To ske camoe kacaeTcs 1 MOOMIIBbHBIX TTPUII0KEHUM.

COBpeMeHHBIC MOOUJIbHEIC 6pay3epLI YKE TMPAKTHUCCKH HOOTHAJIM HACTOJBbHBIC
aHaJIoTh, OAHAKO paCHIMPCHUC (bYHKHI/IOHaHa BJICYET 32 COOOM 6OJ'II>IIIYIO CJIOKHOCTD
W MCHBIIYIO 3allTUIIICHHOCTD.

]_-[a.]'IGKO HC BCC TIIPOU3BOAUTCIIM  BBLIITYCKAIOT O6HOBJIGHI/I}I, 3aKpPbIBAIOIIINUC
KPUTHUYCCKUC YA3ZBUMOCTH IJISI CBOUX YCTPOﬁCTB.

OCHOBHBIE COBETBI JUIIsA 0e30I1aCHOCTH MOOMILHOTO Teﬂe(l)OHa:

Hudero nHe siBisieTcss mo-HacTosiieMy OecIutaTHBIM. Bynb OCTOpOXeH, BeIb Korna
Tebe mnpeiaraloT OecIUIaTHBIM KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHE-TO
IUIaTHBIE YCIYTH;

Jdymaii, pexe uem oTapaBuTbh SMS, ¢poto mnu Buaeo. Thl TOYHO 3HACIIb, I/I€ OHU
OyIyT B KOHEUHOM UTOTE?

Heo0xon1umMo 0OHOBISATE ONEPAMOHHYIO CUCTEMY TBOEIO CMapTQoHa;
Hcnonb3yii aHTUBUPYCHBIE TPOTPAMMBI JUIsI MOOMIIBHBIX TeJIe()OHOB;

He 3arpy»kaii mpuioKeHusi OT HEM3BECTHOTO MCTOYHHMKA, BEAh OHU MOTYT COJIEPKaTh
BPEJIOHOCHOE MPOTrpaMMHOE 00EeCTICUCHHE;

[locne Toro kaxk Thl BBIMCHIb C caifTa, i€ BBOAWI JUYHYIO MH(POPMAIMIO, 321 B
HacTpoKku Opay3epa u yaaiau cookies;



[Tepnonnueckn npoBepsiv, KAKUE IJIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBait cBoif HOMEp MOOWJIBHOTO TeledoHa TONBKO JIIOASAM, KOTOPHIX Thl 3HACIIb H
KOMY JOBEpSICIb;

Bluetooth momxen ObITH BBIKITIOYEH, KOTJIa Thl UM HE ToJib3yemibes. He 3a0biBait
WHOTJIa TIPOBEPSTH ITO.

Online urpsr

CoBpeMeHHbIE OHJAWH-UTPBI - 3TO KPacOUHbIE, 3aXBaThIBAIOIIKE pPa3BJICUCHMUS,
00BEAMHSIONINE COTHU THICAY YENOBEK MO BceMy MUpY. Urpoku uccienayoT AaHHBIN
UM MUD, OOIIAOTCS APYT C IPYTOM, BBITIONHSIOT 33a/IaHUs, CPAKAIOTCS C MOHCTPAMU U
MOJIyYaloT OMBIT. 3a YAOBOJLCTBUE OHHU IUIATAT: MOKYMAIOT JHUCK, OIJIAYMBAIOT
a0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OMIIUH.

Bce 3Tn cpeactBa mayT Ha NOAAEpPKAHUE W Pa3BUTUE WUIPhI, a TAKXKE Ha camy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CHCTEMBI aBTOPU3AIIUH, BBIMTYCKAIOTCS HOBBIC
naTau (1 poBBIC 3aIIATKU TSI MPOTPAMM), 3aKPHIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO)]O6HI)IX Urpax CTOUT OIIaCaTbCA HC CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KPaKU
TBOCTO I1apOJIsd, HA KOTOPOM OCHOBAaHA CUCTCMaA aBTOpU3AlINU OOJBIIMHCTBA urp.

OcCHOBHEBIE COBETHI IO 0€30MMaCHOCTH TBOET'O HUI'PpOBOT'O AKKAayHTa:

1. Ecniu ppyroil urpok BeaeT cels IUIOXO MM co3JaeT Te0e HEenpHUsITHOCTH,
3a0JI0KHPYH €r0 B CUCKE UT'POKOB;

2. HO)KEU'IYﬁCH AIMUHUCTpATOpaM HUI'PbI Ha IIJIOXOC IIOBCACHHUC OSTOI0 HI'POKaA,
JKCJIATCIIbHO MTPUWJIOKHUTD KaKUC-TO JOKA3aTCJIIbCTBA B BUJAC CKPUHOB,

3. He ykasbiBaii muunyto nHpopMaiuio B npodaiisie urpsl;
4. YBaxall Apyrux y4aCTHUKOB IO UI'PE;

5. He ycranaBnuBaii Heo(uMaabHbIe MATYU U MO/JIBI;

6. cnonp3yii cii0KHBIE U pa3HbIE NapOJIu;

7. JJaxxe BO BpeMsI UIPbl HE CTOUT OTKJIKOYATh aHTUBHUPYC. Iloka Thl urpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

@UIIMHT WK KPaKa JIMYHBIX TaHHBIX
OObIYHOM Kpakell JeHer M JOKYMEHTOB CEroJHSl Y€ HHUKOrO0 HE€ YJIUBHUIIb, HO C

Pa3BUTHUEM UHTEPHET-TEXHOJOTUN 3JI0YMBIIUICHHUKU MEPEMECTUIIUCh B UHTEPHET, U
MPOJIOJDKAIOT 3aHUMATHCS "TIOOUMBIM" [1eTIOM.



Tak mosiBHIach HOBas yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DUIIMHT, TIaBHAS
1€ KOTOPOTO COCTOUT B MOJYYCHUH KOH(UICHIIMATBHBIX JTaHHBIX MOJIb30BaTENCH -
noruHOB W maponed. Ha anrmmiickom s3bike phishing yntaercs kak ¢umuHr (0T
fishing - pe1OHas 0B, password - mapoin).

OcHoBHBIE COBETHI 110 OOPHOE ¢ PUIIUHTOM:

1. Cnequ 3a cBouM akkayHTOM. Eciam ThI mojo3peBaelib, YTO TBOsSI aHKeTa ObLia
B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKHMPOBATh €€ W COOOMINTh aJIMHHHCTPATOPaAM
pecypca 00 3TOM Kak MO>KHO CKOpee;

2. Hcmonw3yit OesomacHble BeO-CaiThl, B TOM 4YHCJIC, HHTCPHET-Mara3uHoB U
IMOMCKOBBIX CUCTEM;

3. Ucnonp3yii clokHBIE ¥ pa3HbIe Maposid. TakuMm oOpa3om, eciiu TeOs B3IIOMAOT, TO
3JIOYMBIIIJIEHHUKHU MOJYy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY NMPO(UIIIO B CETH, a HE
KO BCEM;

4. Ecimn TeOs B3JIOMaJIkn, TO HCO6XOJII/IMO npeaynpeanTb BCECX CBOUX 3HAKOMBIX,
KOTOPBIC ,2]06aBJ'IeHI>I y TeOS B APY3biX, O TOM, YTO TeOsI B3JIOMAaHU H, BOBMO>XHO, OT
TBOCTO HMCHU 6y216T pacCblIaTbCA CIlaM U CCBIJIKHW Ha (I)I/IHII/IHFOBI)IC CaI\/JITI)I;

5. YcranoBu Haaexubid napoiib (PIN) Ha MoOuUnbHbBIN TenedoH;
6. OTKIII0UM COXpaHeHue mapodisi B bpaysepe;

7. He oTkpbIBail (ailsibl U Jpyrue BIOKEHUS B MUCbMaXx, aXe €CJIM OHU IPUILIU OT
TBOMX Jpy3eil. Jlyuie yrounu y HUX, OTIIPABIIIIN JIU OHU TeOe ATH (ailiibl.

Hudposas penyranus

[udposas penyranus - ’TO HETaTUBHAs WM MO3UTUBHASA UH(OpPMAIUs B CETU O TeOE.
Kommnpometupyromas nuapopmanusi, pasMelIeHHas: B UHTEPHETE, MOKET CEPbEe3HBIM
o0pa3oM OTpa3uThCs Ha TBOeU peasibHOM xu3HU. "Lludposas penyrauus" - 3T0 TBOM
UMUK, KOTOPbIN (hopmupyeTcs U3 uHpopMaiu o Tebe B UHTEpHETE.

TBoe MecTO XKUTEIbCTBA, y4ueObl, TBO€ (DMHAHCOBOE TMOJOKEHUE, OCOOCHHOCTH
XapakTepa M paccKas3bl O OJIM3KHUX - BCE ATO HAKAIIJIUBACTCS B CETH.

MHorue noApOCTKH JETKOMBICJICHHO OTHOCATCS K IMyOJIMKAIIMU JIMYHON WH(pOpMAITUU
B UMHTepHeTe, HE IOHMMAas BO3MOXHBIX IIOCIEACTBHM. TBI Na)Ke HE CMOXEIIb
norajgatbest 0 ToM, 4yTo (dororpadus, pa3MemeHHas 5 JIeT Ha3al, cTajga MPUIUHOMN
OTKa3a MPUHSATH TeOs1 HA padoTy.

KomMmeHnTapuu, pasmenienue TBoux (ororpaduili u apyrue IOEHCTBUS MOTYT HE
HCUYE3HYTh Ja)e IOCJE TOr0, KaK Thl UX YJAJIHIIb. Tbl HE 3HACIIb, KTO COXPAHWII ITY
uH(pOpMaIHIO, MOoMaja JId OHa B MOUCKOBBIE CHCTEMBbl M COXPAaHMJIACh JIM OHA, a



TJIaBHOE: YTO MOAYMAIOT O TeOe OKpYKArOIIUe JIOI1, KOTOPbIEe HAWIYT M YBUAST ITO.
Haiitn wuHbOpManuio MHOTO JE€T CIIYCTS CMOXET 000 - Kak Hu3 J00pBIX
noOyXIeHUI, TaK U C HAMEPEHHEM MPUUUHUTH BPEA. ITO MOXKET ObITh KTO YTOJIHO.

OcHOBHBIE COBETHI IO 3aITUTE MUPPOBOI PEeIyTAIUU:

1. Tlomymaii, mpexae 94eM 4To-TO MyOJIMKOBaTh W IepenaBaTh y ceOs B OJoTe WM B
COIIMAJIbHOM CETH;

2. B nactpoiikax mpouis yCTaHOBH OTPaHHUYEHHUS HA MPOCMOTP TBOETO MPOPUIIS U
€ro COAEeP>KUMOro, CAeail ero ToJIbKo "1 Apy3en";

3. He pa3memaii u He yka3piBail HHPOpPMAIMIO, KOTOpas MOXKET KOro-imbo
OCKOPOJISATH WK OOMKATh.

ABTOpCKOE MPaBO

CoBpeMeHHBIC WIKOJBHUKU - aKTHUBHBIC MOJIB30BATENM MU(GPOBOTO MPOCTPAHCTBA.
OpHako [ajaeKko HE BCE 3HAIOT, YTO TOJIB30BAaHME MHOTUMH BO3MOXKHOCTSMU
UppoBOro Mupa TpedyeT coOII0IeHHS TPaB Ha MHTEIIEKTYaIbHYI0 COOCTBEHHOCTb.

Tepmun "uHTEUIEKTyalbHasi COOCTBEHHOCTH'" OTHOCHUTCS K PA3IMYHBIM TBOPEHUSIM
YeJIOBEYECKOTO yMa, HauMHAs C HOBBIX HM300pE€TEHHMH M 3HAKOB, 0003HaYarolUX
COOCTBEHHOCTh Ha MPOAYKTHI M YCIYTd, M 3aKaHuuMBasg KHUTaMmH, (pororpadusmu,
KUHO(QUIbMaMU U MY3bIKaJIbHBIMU [TPOU3BEICHUSIMHU.

ABTOpCcKME TmpaBa- 3TO INpaBa Ha HWHTEJUIEKTYalbHYI0 COOCTBEHHOCTb Ha
IPOU3BEACHUSI HAayKH, JINTEPATypbl U HCKYCCTBAa. ABTOPCKHE IpaBa BBHICTYNAIOT B
KayeCTBE FapaHTUU TOTO, YTO MHTEJUIEKTYaJbHbIN/TBOPUECKUN TPy aBTOpa HE Oynet
HAIpacHbIM, JJaCT €My CIPaBEIIMBbIE BO3MOYKHOCTH 3apaboTaTh Ha pe3yibTaTax
CBOETO TPYyAa, MOJYYUTh U3BECTHOCTh U NMpusHaHue. Hukro 6e3 paspeuieHus aBropa
HE MOXET BOCIPOU3BOJUTh €ro MPOU3BENEHUE, PACIPOCTPAHATh, ITyOJIUYHO
JIE€MOHCTPUPOBATh, MpPOJABaTh, HMIIOPTUPOBATh, IYCKaTb B MPOKAT, MYyOJIUYHO
UCIIOJIHATD, TOKA3bIBATh/UCHOIHATE B Adupe win pa3Meiats B IHTepHere.

Hcnonb3oBanue '"muparckoro" mNpoOrpaMMHOrO0 OOECIEUEHUS! MOMKET MPHUBECTH K
MHOTHM pPHUCKaM: OT MOTEPU JAHHBIX K TBOMM aKKayHTaMm 10 OJOKUPOBKU TBOEIO
YCTpPOMCTBA, IJie YCTAaHOBJICHA HeseraibHas nporpamma. He ctouT Takke 3a0bIBaTh,
YTO CYHIECTBYIOT JIETaJIbHbIE M OECIIaTHbIE MPOrpaMMBbl, KOTOPbIE MOXKHO HaWTH B
CETH.

CereBUYOK.p} - TBOM TIJIaBHBI COBETYMK B CETH. 3/I€Ch Tbl MOXEIIb Y3HATh O
0€30MaCHOCTH B CETH MOHSATHBIM U JOCTYNHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU
KPUTHUYECKON CHUTyallud OOpaTUTHCA 3a COBETOM. A TakKe MNPHUHITh ydyacTHUE B
KOHKYpCax U CTaTh CaMbIM LU(PPOBBIM I'pak JTAHUHOM !

POAUTEJAM (BAKOHHBIM ITPEJCTABUTEJIAM) OBYYAIOIIIUXCA



https://сетевичок.рф/

Onpenenenne TepMmuHa "wHOpMAMOHHAsT O€30MacHOCTh JETeH" COMEPKUTCS
B ®enepansHom 3akoHe No 436-®3 "O 3ammre getet oT uHMOpMaIuu,
MPUYUHAIONICH Bpel HX 3J0POBBI0O U PA3BUTHIO", PEryIUPYIOIIUM OTHOIICHHS,
CBSI3aHHBIC C 3AIMTOMN JAeTel OT MHGOPMALNK, MPUIUHSIONIEH Bpe UX 3J0POBBIO U
(wmm) paszButho. CorilacHO JaHHOMY 3aKOHY '"WH(pOpMamuoHHas O€30MacHOCTH
JeTei" - 3TO COCTOSHHE 3aIIUIIEHHOCTH, IPU KOTOPOM OTCYTCTBYET PHUCK, CBSI3aHHBIN
C TmpuuMHEeHHeM wuH(opMalMel Bpeda UX 3I0pOBbI0 U (WiM) QU3NIECKOMY,
TICUXUYECKOMY, TYXOBHOMY, HDAaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepansHoro 3akoHa Ne 436-D3 mndopmarivei, NTPUUYHHSIOMICH Bpe.
37I0pOBbBIO U (WJIM) PA3BUTHIO JICTEH, SBJISIETCS:

1. nHpopManus, 3anpeneHHast I pacCpoCTPAHCHUS CPEIAM JICTCH;

2. uHpOopMaIHs, pacCIpOCTPAHCHUE KOTOPOH OTPAaHUYCHO CPeIU ASTEH OTPEaCICHHBIX
BO3PACTHBIX KaTErOPHH.

3. K undopmaruu, 3anpemieHHoi A1 pacIpOCTPaHEHHsI CPEIU 1eTel, OTHOCUTCS:

4. nadopMmanus, NoOyKaaromnas AeTeld K COBEPIICHUIO JCHCTBUH, MPEACTABIISIONINX
b

yIrpo3y UX *U3HU U (WJIU) 30POBBIO, B T.4. IPUUMHEHUIO BpEJa CBOEMY 3JI0POBBIO,

caMOyOUICTBY;

5. cnocoOHOCThL BBI3BATh y I[eTeﬁ KCJIIaHHC yrIOTpe6I/ITI) HApKOTHUYCCKUC CPCACTBA,
IICUXOTPOIIHBIC U (I/IJ'II/I) OAYPMAaHUBAOIMUC BCUICCTBA, TabOayHbIC N3 S,
AJIKOT'OJIBHYTO H CIIUPTOCOACPIKAITY IO IMPOAYKIIUIO, ITMBO 51 HaIIUTKH,
N3TO0TaBJIMBACMBIC HAa €TI0 OCHOBC; IPHUHATH Y4aCTUC B A3apTHBIX HUI'PAX, 3aHUMATbLCS
HpOCTPITYHHCﬁ, 6p0,ZIH)KHI/I‘I€CTBOM nIn HOHpOHIElfIHH‘-IGCTBOM;

6. O6OCHOBBIBaIOH_Ia51 WK OIIpaBAbIBaromasa AOIMYCTHUMOCTb HACHUIIHUA U (I/IJ'II/I)
’KECTOKOCTU JIH0O0 H06y>1<11a101ua51 OCYHICCTBIIATE HACHUIIbCTBCHHBIC HCﬁCTBHﬂ 10
OTHOIICHHUIO K JIFOAAM H )KUBOTHBIM,

7. oTpunaionias ceMeiHble LIEHHOCTU U (GOopMUpYIOLIas HEYBaXKEHHE K POAUTENSAM U
(Wn) ApYyTUM YJI€HaM CEMbH;

8. ompaB/pIBaroIas IPOTUBOIPABHOE [TOBECHUE;
9. conmeprkailias HELIEH3ypHYIO OpaHb;
10. coneprkamias nHGoOpMaIKIO TOPpHOTpadhUUECKOro XapakTepa.

K wuHdopmammu, pacmnpoctpaHeHue KOTOPOMl  OrpaHMYEHO  Cpeau  JeTel
OIpENIEJIEHHOT0 BO3PacTa, OTHOCUTCS:
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1. uadopmarms, npeacTaBisieMas B BUJC W300pPKCHUS W OIMUCAHUS YKECTOKOCTH,
¢usmueckoro W (WIM) TICHXHYECKOTO HACHIIMWSA, MPECTYIUICHUS WX HHOIO
AHTHOOIICCTBEHHOTO ACHCTBHS;

2. BbI3BIBAIOLIAA Y JIETEH CTpax, yXac WIM MaHUKY, B T.4. IpeJcTaBisieMas B BUJE
M300pakeHUsl WJIM OIMCAaHMs B YHIJKAIOUIEH dYeloBedYecKoe IOCTOMHCTBO (opMme
HEHACUJILCTBEHHOM CcMepTH, 3a00JieBaHUs, CaMOyOMHCTBA, HECUACTHOrO ciyuyas,
aBapu¥ WK KatacTpodsl U (MIIN) UX MOCIEICTBHIA;

3. mpeacTaBisieMasi B BUJE W300paKe€HUS WIIH OIMCAHUS ITOJIOBBIX OTHOIIICHUH MEXKTY
MY>KUMHOM U JKEHIIUHOW;

4. copepxkainass OpaHHBIE CJIOBa M BBIPAXKCHHUSA, HE OTHOCSIIMECS K HEICH3YPHOU
OpaHw.

C yuerom storo Bam mpemmaratorcs mpaBmiia paOoThl B ceth WHTepHET s
Pa3IMYHBIX BO3PACTHBIX KaTETOPHH, COOJIOJCHHE KOTOPHIX ITO3BOJUT OOCCIECUYUTH
MH(POPMAIIMOHHYIO OE30MaCHOCTD BaIlIUX JICTEH.

OOuue npaBua it poAUTENCH

1. He3aBucumo oT Bo3pacta peOEHKa HCHOJB3YHTE MPOrpaMMHOE OOecreueHHue,
noMoraroniee QuIbTpoBaTh U KOHTPOJIUPOBATh HMH(OpPMAIMIO, HO HE MOjarairech
IOJIHOCTHIO Ha HEro. Barie BHUMaHue K peOCHKY - TJIaBHBI METO/1 3aILIUTHI.

2. Ecom Bam peGeHOK HMMeeT akKayHT Ha OJHOM W3 COIHMAJIbHBIX CEpPBHCOB
(LiveJournal, blogs.mail.ru, vkontakte.ru u T.m.), BHUMaTEIbHO H3Y4YUTE, KaKYIO
WHPOPMAIIMIO TTOMEIIAIOT €r0 YYaCTHUKH B CBOMX MPOPWILX M Onorax, BKIItOYas
dboTorpadun u BUIEO.

3. IlpoBepbTe, ¢ KakKUMU JIPYyTMMHU CaliTaMH CBSA3aH COLIMAIbHBIA cepBUC Bamero
pebenka. Ctpannuku Bamiero pebeHka Moryt ObITh 0€30MacHbIMH, HO MOTYT HU
COJIEP’KAaTh CCHUIKM HA HEXENAaTeJIbHbIE M OIMACHbIE CalThl (HAapUMeEp, MOPHOCAMT,
WM CalT, HA KOTOPOM JAPYT YIIOMHUHAET HOMEp coToBOro tenedoHa Baiero pebenka
niu Bain momantHuit agpec).

4. Iooupsiiite Bamux aereir coobmars 000 BCEM CTPAaHHOM MJIM OTTAJIKUBAIOIIEM U
HE CIIMIIKOM OCTPO pearupyiTe, KOrjaa OHM 3TO AENaoT (M3-3a OMACEHHs MOTEPSThH
noctyn K VHTepHETY neTh He TOBOPST POJAUTENSIM O MpoOjeMax, a TakKe MOTyT
HayaTh UCMOIb30BaTh HTEPHET BHE I0Ma U IIKOJIBI).

5. Bynpte B Kypce cereBoi xu3HU Barmiero pedenka. HTepecyiitech, KTO UX APY3bs
B IHTEpHET TaK e, KaK HHTEPECYETECh PEATIbHBIMU APY3bsMHU.

Bo3spacr ot 7 no 8 ner



B NuTepHeTe peOeHOK cTapaeTcst TOCETUTh T€ WIIM MHBIE CAalThI, @ BO3MOXKHO M YaThl,
paspelieHne Ha TMOCEIIEHHE KOTOPBIX OH He Mmouydms Obl oT poauteneit. [loatomy
pOIUTENSIM OCOOEHHO TIOJIe3HBI OYyAYT T€ OTYETHl, KOTOpPBHIE MPEAOCTABISIOTCS
nporpaMMaMu 1O OTPAaHWYECHHIO HCHONb30BaHus HMuTepHera, T.e. Pomurenbcknit
KOHTPOJIb WJIM TO, YTO BBl CMOXETE YBHACTh BO BpeMEHHBIX (haitmax. B pesynbrare, y
peOceHKka He OyIeT OIIYIICHHUS, YTO 3a HUM BEACTCS MOCTOSHHBIN KOHTPOJIb, OJHAKO,
poauTenn OyIyT MO-TIPSKHEMY 3HATh, KaKME CAMTHI TMOcemaeT ux peoeHok. [etn B
JAHHOM BO3pacTe O0O0Jamal0T CHJIBHBIM YyBCTBOM CEMbH, OHH JOBEPYHMBHI U HE
COMHEBAOTCS B aBTOpUTeTaX. OHU TI0OAT UTPaTh B CETEBBIC UTPHI M Ty TEIICCTBOBATH
no MHTepHETY, MCHOJIb3ysl BJCKTPOHHYKO TOYTY, 3aXOJUTh HA CaWThl U YaTbl, HE
PEKOMEHIOBAHHBIC POJUTEISAMU.

CoBeThl 110 6€30macHOCTH B ceTn MHTEpHET miist netei 7-8 met

1. Co3naiiTe CIUCOK JIOMAIITHUX MPABUII MTOCCIICHUS IHTepHeTa IPY y4acThu JAeTed U
TpeOyiTe ero BHIMOTHEHUS.

2. TpebOyiite oT Bamero peOeHka coOMIOIEHUS BPEMEHHBIX HOPM HAXOXJICHHUS 3a
kommbioTepoM. [lokaxxkute pebeHky, uro Bel HaOmogaeTe 3a HUM HE MOTOMY uTO Bam
3TO XOYETCsl, @ HTOTOMY 4TO Bbl OecrnokouTech 0 €ro 6€30MacHOCTU M BCETa FOTOBBI
€My [IOMOYb.

3. Kommbiorep ¢ mnoakitoueHueM K VHTEpHETYy JOJKEH HaXOJIUThCS B OOIIei
KOMHATE MOl IPUCMOTPOM POJUTENEH.

4, I/ICHOHBSyﬁTC CliIcoraJIbHBIC ACTCKUC ITOMCKOBBIC MAallIMHBI.

5. I/ICHOHBSYﬁTG cpeacTBa 6J'IOKI/IpOBaHI/IH HEXKCIATCIIbPHOI'O  KOHTCHTA  KakK
AOIIOJIHCHHUC K CTaHIaPpTHOMY POIII/ITGJ'II)CKOMY KOHTPOJIIO.

6. Co3naiiTe CeMEMHBIN JJIEKTPOHHBIA SIIIUK, YTOOBI HE TO3BOJIUTH ACTSIM HMETh
cOOCTBEHHBIE ajipeca.

7. brokupyiiTe I1O0CTyn K caliTaM ¢ OeCIUIaTHBIMH IMOYTOBBIMU SIIITUKAMH C TTOMOIIBIO
COOTBETCTBYIOIIETO MPOrPAMMHOI0 00ECTIeYeHHUS.

8. Ilpuyuute nereil coBeToBaThcsi ¢ Bamu mnepexa onmyOIMKOBaHMEM KaKOU-T1u00
MH(OPMALIMKM CPEJICTBAMHU 3JIEKTPOHHOM MOYTHI, YaTOB, PETUCTPAIMOHHBIX (OpM U
npodunei.

9. Hayuute pneteil He 3arpyxaTh (aiabl, MpOrpaMMmbl WM MY3bIKYy O€3 Ballero
COTJIacusl.

10. He paspemaiiTe JgeTsM HCIHOJB30BaTh CIY)KObI MIHOBEHHOTO OOMEHa
COOOIIECHUSIMH.



11. B "Genbrit" cnucOK CalTOB, pa3peUICHHBIX JUIS MOCEIIEHUS, BHOCUTE TOJBKO
CaWTHI C XOPOIIEH penyTaluuen.

12. He 3a0miBaiiTe OecemoBath ¢ AeThbMU 00 UX Apy3bsax B MHTepHeTe, Kak ecim Obl
pedb 1UIa 0 APY3bSIX B PEATbHON KU3HHU.

13. He nenaiite "Ta®y" m3 BOMPOCOB IOJOBOM JKM3HM, TaK Kak B VIHTepHETEe neTH
MOTYT JIETKO HATKHYTHCS Ha MOPHOTPAUIO UITU CANTHI "[JIs1 B3pOCIbIX .

14. IIpuyuute Bamero peGenka cooOmaTe BaM O JIOOBIX Yrpo3axX HIJIM TPEBOTrax,
cBsi3aHHBIX ¢ MHTEpHETOM. OCcTaBalTeCh CIIOKOMHBIMU U HAalIOMHUTE JIETSIM, YTO OHU
B 0€30MacHOCTH, €CITM CaMU paccKa3alid BaM O CBOMX TpeBorax. [loxBamute ux u
MOCOBETYUTE MOJOUTH elle pa3 B MOJOOHBIX CITyYasXx.

Bo3spacr nereit ot 9 no 12 ner

B nmanHOM BO3pacTe AeTH, KaKk NPABHUIIO, YK€ HACHBIIIAHBI O TOM, Kakas HHPOpMaIus
cymectByeT B MuTepreTe. CoBepilieHHO HOPMajibHO, YTO OHU XOTAT 3TO YBHJETh,
IpOYeCTh, yCablmaTh. [Ipu 3TOM HYXKHO TMOMHHTH, YTO JOCTYH K HEKEIaTEIbHBIM
MartepuajaM MOXKHO JIETKO 3a0JIOKMpOBAaTh NMPHU TOMOIIM CPeACTB PoauTenbckoro
KOHTPOJISI.

CoBeThl 110 0€30I1aCHOCTH JUIA aeTei oT 9 no 12 jet

1. Co3paiite ciMCOK AOMAIIHKUX MPaBUII NocelieHus NHTEpHET Npu y4yacTUH JIETEN U
TpeOyITE €ro BHITTOJHEHUSI.

2. TpeOyiiTe ot Bamero pebenka coOa01eHUS HOPM HAXOXKJIEHUS 32 KOMIIBIOTEPOM.

3. Habnromaiite 3a peGeHKOM IpH padboTe 3a KOMITBIOTEPOM, MOKAKUTE eMy, YTO Bl
0ecIOKOUTECH O €ro 0€30MaCHOCTH U BCET1a TOTOBBI 0Ka3aTh €MY MTOMOILIb.

4. Komnpiotep ¢ noakiaoueHueM B UHTEpHET JOKEH HaXOJUThCs B 00LIeH KOMHATE
10l IPUCMOTPOM POIUTEIICH.

5. Hcnonw3yiite cpeacTtBa OJOKMPOBAHUS HEXKENIATENIbHOIO KOHTEHTa  Kak
JOITOJIHEHUE K CTaHIapTHOMY POauTENIbCKOMY KOHTPOJIIO.

6. He 3a0biBaiiTe mNpUHUMATh HEMOCPEACTBEHHOE Y4YacTHE B KHU3HU peOeHka,
OeceroBaTh C A€TbMH 00 UX ApYy3bsix B IHTEepHETE.

7. HacrtauBaiiTe, 94TOoOBI JETHM HHUKOTJAa HE COMIAIAINCh HAa JIMYHBIE BCTPEYU C
npy3bsamu 1o aTepHery.

8. Ilo3BomsiliTe AETSIM 3aXOAMTH TOJIBKO Ha calTel u3 "Oenoro" cmmcka, KOTOPBIN
CO3JalTe BMECTE C HUMU.



9. llpuyuute paereil HUKOTrIAa HE BBAABATH JUYHYIO WH(OOPMAIMIO CpEICTBAMHU
JNEKTPOHHOM TMOYTHI, YaTOB, CHUCTEM MTHOBEHHOTO OOMEHa COOOIICHUSIMH,
PETUCTPAIIMOHHBIX (HOPM, JIUYHBIX MPOPMIEH M MPH PETUCTPALUA Ha KOHKYPCHI B
WNurepuere.

10. Ilpuyunte nereit He 3arpyx)aTh mporpaMmmbl 63 Bamero paspemenns. OObsicHUTE
UM, YTO OHM MOTYT CIy4YailHO 3arpy3uTh BHUPYChl WIH JPYroe HEXKeIaTeIbHOe
MpPOrpaMMHOE 00ecTIeueHueE.

11. Co3paiite Bamemy peOGeHKY OrpaHMYEHHYIO YYETHYIO 3alHCh JJs pabOThl Ha
KOMITBIOTEPE.

12. [Ipuyunute Bamero peGeHka cooOmaTe BaM O JIOOBIX Yrpo3ax WM TpeBOrax,
cBsi3aHHBIX ¢ MHTepHeToM. HamoMHuTe AeTsIM, 4TO OHU B OE€30MACHOCTH, €CJIU CaMU
pacckasaiy BaM O CBOUX TPEBOTAaX U ONACEHMSX.

13. Pacckaxure netsim o mopHorpaduu B HTEpHETE.

14. HacrauBailitTe Ha TOM, 4YTOOBI JETU NPENOCTABIIIA BaM JOCTYNl K CBOEH
3JEKTPOHHOM MouTe, YTOOBI BBl yOEIUIUCH, YTO OHU HE OOIIAIOTCA C HE3HAKOMIIAMHU.

15. OObsicHuTE JEeTAM, YTO HEIb3sl WCIONb30BaTh CETh I XYJIMIAaHCTBA,
pPacupoCTpaHEHHUs CINIETEH WIH YTIPO3.

Bo3spacr nereit ot 13 go 17 ner

B 3TOoM Bo3pacTe noApOCTKH aKTUBHO UCTIONb3YIOT OMCKOBBIE MAILMHBI, TOIb3YIOTCS
ANEKTPOHHOM MOYTOM, CIIy’KOaMH MTHOBEHHOTO OOMEHa COOOIICHMSIMH, CKaUMBaIOT
My3bIKy U (QuibMbl. ManabuMKkaM B 3TOM BO3pacTe OOJblI€ MO HpaBy CMETaTh BCE
OTpaHUYEHHUSA, OHHU JKAKIAYT TrpyOOro rMOpa, a3apTHBIX WIpP, KAPTUHOK "mis
B3pociibIX". JI€BOUKM MNpPEanouMTaloT OO0IIaThCcsl B YaTrax, IPU 3TOM OHHM TOpas3io
0oJiee YyBCTBUTEIbHBI K CEKCYaNIbHBIM J0MOrarenscTBaM B MIHTepHETE.

3a4acTyr0 B JaHHOM BO3pacCT€ POJIUTENSM YK€ BECbMa CIIOKHO KOHTPOJIMPOBATH
CBOMX JeTel, Tak kak 00 MHTepHeTe OHM yXe 3HAIOT 3HAUYUTENbHO OOJIbIIE CBOMX
ponuteneil. TeM He MeHee, HE OTMyCKaiiTe aereil B '"cBOOOJHOE IIaBaHHE" IO
Nurepuery. CrapaiiTech akTUBHO Y4acTBOBaTh B 001IeHNN pebeHka B IHTepHeTe.

BaxHo mno-mpexHeMy cTporo coOmoaath mnpasBwia HHTepHer-Oe3onacHoCTH -
CorjallleHne MEeXAYy poAauTeNnsMu U aetbMu. Kpome Toro, HeoOXoIuMoO Kak MOKHO
yaile MnpocMaTpuBaTh OTYETH O jedATrenbHOCTH JAered B HMurepuere. Cnenyer
oOpaTUTh BHUMAaHHE€ Ha HEOOXOAUMOCTb COJEpPKaHUSA POAUTEIHCKUX MapoJiel
(maposieit aIMUHUCTPATOPOB) B CTPOTOM CEKPETE U 0OpaTUTh BHUMAHKUE Ha CTPOTOCTh
3TUX NApOJIEH.

CogeTsl 110 6€30MaCHOCTH B 3TOM Bo3pacte oT 13 o 17 net



1. Co3paiiTe CHMCOK [IOMAallHUX NpaBuUil TocemeHuss VHTepHeTa NpH y4yacTuu
MOJIPOCTKOB M TpeOylTe 0e3yCIOBHOTO €ro BhIMojHEHUs. OO0roBopute ¢ peOEHKOM
CIIUCOK 3alpelieHHbIX caiWToB ("uepHblii cnucok"), dackl paboTel B MHTepHere,
PYKOBOJICTBO MO 001IeHuI0 B IHTepHEeTe (B TOM YHCIIE B YaTax).

2. KommploTep ¢ moakioueHueM K ceTu VHTepHEeT JOMmKEeH HaXOIUThCS B OOIIeH
KOMHATe.

3. He 3a0wiBaiiTe OecenoBaTh ¢ IeThbMU 00 UX NpYy3bsix B IHTepHETE, O TOM, YeM OHU
3aHATBI TakuM oOpazoMm, OyaTO pedb HACT O APY3bAX B peaJbHOW JKHU3HHU.
ChnpamuBaiiTe 0 JIOAIX, C KOTOPBIMH JETH OOIMAOTCS TIOCPEJICTBOM CITYXKO
MTHOBEHHOT'O 0OMEHAa COOOIIECHUSAMHU, YTOOBI YOSTUTHCS, YTO ITH JIOJIA UM 3HAKOMBI.

4. MWcnomp3yiiTe cpencTtBa OJOKMPOBAaHHS  HEXEIATCIHPHOTO KOHTEHTAa  Kak
JIOTIOJIHEHUE K CTaHAapTHOMY POUTEIbCKOMY KOHTPOJIIO.

5. Heobxomumo 3HaTh, KakKMMU 4YaTaMu Moab3yloTcss Bamm netu. Iloomipsiite
UCIIOJIb30BaHUE MOJIEPUPYEMBIX YATOB M HACTauBalTe, YTOObI JI€TH HE OOLIAINChH B
MIPUBATHOM PEXKHUME.

6. HactauBaiiTe Ha TOM, 4TOOBI JE€TH HUKOTAA HE BCTPEYAIKCH JIMYHO C APY3bSIMU U3
cetu MHTEpHET.

7. llpuyuute Jnetedl He BbLJABAaTh CBOK JIMYHYIO MH(POpPMALMIO CpPEICTBAMU
JNEKTPOHHOM TMOYTHI, 4YaTOB, CHUCTEM MIHOBEHHOIO OOMEHa COOOIIEHUSIMH,
pPErUCTPallMOHHBIX (HOPM, JIMYHBIX MPOPUIEH M NPHU PETUCTPallUd Ha KOHKYPCHI B
HNurepuere.

8. Ilpuyunte neteit He 3arpyxath mporpaMmbl 06e3 Bamero paspemienus. OObsiCHUTE
UM, 4YTO OHM MOTYT CIy4yalHO 3arpy3uTb BHUPYCbl WM JPYroe HEXKEIAaTeIbHOE
IpOrpaMMHOE 00€ecIIeyeHueE.

9. Ilpuyunte Bamero pebenka cooOuiaTb BaM O JIIOOBIX Yrpo3ax WM TpeBOrax,
cBs3aHHbIX ¢ MHTepHeToM. HamoMHuTEe AETsIM, 4TO OHU B O€30MACHOCTH, €CIIU CaMU
pacckasajii BaM, O CBOUX Yrpo3ax WM TpeBorax. l[loxBaauTe MX U THOCOBETYiTe
MOJIONTH ellle pa3 B MOJAO0HBIX CIIydasiX.

10. Pacckaxure aetsm o nopHorpaduu B MutepHete. [lomorute um 3amiMTUTHCS OT
ciama. Hayuure mnonpocTkoB He BblgaBarb B VIHTEpHETE CBOETO pEAJIBHOIO
JJIEKTPOHHOI'O ajpeca, HE OTBEYAaThb HA HEXKEJATECIbHBIE NUCbMa W HCIIOJIb30BATh
CHeIHaIbHbIE TOUYTOBBIE (PUIBTPHI.

11. [IpuyunTte ceOst 3HAKOMUTHLCS C CAUTaMU, KOTOPBIE TTOCEIIAIOT MTOIPOCTKH.

12. Hayuute nereit yBaxkaTh JpYruX B UHTEpHETE. Y O€IUTECH, UTO OHU 3HAIOT O TOM,
YTO MPABUJIA XOPOILIETO MOBEACHUS ACUCTBYIOT BE3IE - 1aKE€ B BUPTYAJIbHOM MHUPE.



13. OOBsicHUTE AETSIM, YTO HH B KOEM CiIydae HENb3s HCI0Jb30BaTh CeTh s
XYJIUTAHCTBA, PACOPOCTPAHEHUSI CIJIETEH WIIM YTPO3 IPYTUM JIFOISIM.

14. OGcynuTe ¢ MOAPOCTKAMH MPOOIEMBI CETEBBIX a3apTHBIX UTP M UX BO3MOKHBIN
puck. HanomHa#Te, 94TO I€TH HE MOTYT UTPATh B 3TH UTPHI COTJIACHO 3aKOHY.

[TocTosiHHO KOHTpOJNMPYHTE UcTonb3oBaHue MHTepHeTa Bammm pebenkom! 310 He
HapyIlIeHHue ero JMYHOrO MPOCTPAHCTBA, a Mepa MPEelOCTOPOKHOCTH U MPOSIBICHUE
Bareit poauTenbckoit OTBETCTBEHHOCTH M 3a00THI.

JETCKHWE BE30OIACHBIE CAHUTHI

Karanor nerckux >xypHanoB

CereBUUOK.p]

MesxtyHapogHas 3JIEKTpOHHAs AeTcKas OMbanoTeka
BebnAn/lufl - my4umue catel Ay AeTen

MopkBa - cTyaus pa3pabOTKH UTP

Teen Club

Membrana
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